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NTR: DATA SHARING AGREEMENT – OUTSIDE EEA
Reference: NTR-DSR-XXXX

The parties identified below hereby agree to be bound by the terms set forth hereunder.

	Definitions 	Meaning
	Supplier
party supplying the Data
	Stichting VU, maintaining Vrije Universiteit Amsterdam as a privately run university in accordance with the Higher Education and Research Act of The Netherlands (‘Wet op het hoger onderwijs en wetenschappelijk Onderzoek’), having its registered office and principal place of business in Amsterdam at De Boelelaan 1105, 1081 HV Amsterdam, The Netherlands, legally represented by Department Manager VU FGB Biological Psychology, Natascha Stroo

	Recipient
party receiving the Data
	<Click or tap here to enter text>, having its office at <Click or tap here to enter text>, legally represented by <Click or tap here to enter text>.

	Data
please describe which data is provided other than personal data (type, amount, format, etc). Personal data is described below.
	All Data to be provided concerns Personal data, see below.

	Personal data
which categories of Personal data are provided?
	See specification in Data Sharing Request Form.

	Special Categories of Personal data 
does the Data contain any of the following types of personal data?

	See specification in Data Sharing Request Form.

	Data subjects
from which categories of data subjects is the Data derived? (e.g. students, athletes, patients, researchers, etc)
	Participants registered with Netherlands twins register.

	Purposes  
why this the Data provided to 
Recipient? Please explain for which purposes the Data will be used.
	Scientific research aimed at unraveling the contribution of genetic and environmental factors to the etiology of individual differences in behaviour and mental and physical health, and as further specified in the Data Sharing Request Form. 


	
	other information
	Does the Personal data only contain Pseudonymised data?
if the Personal data contains data which is not Pseudonymised or coded, check “no”
	☒ yes
☐ no

	Contact points for data protection enquiries

	Supplier
E-mail: ntr.datamanagement.fgb@vu.nl 

Recipient
Name: <Click or tap here to enter text>
Job title: <Click or tap here to enter text> 
Telephone: <Click or tap here to enter text>
E-mail: <Click or tap here to enter text>



All fields above are mandatory and must be filled in.



Supplier and Recipient are solely referred to as “Party” and collectively referred to as “Parties”.

Now, therefore, in consideration of their mutual promises to each other, hereinafter stated, the Parties agree as follows:

Definitions

a) “Data” means the data as identified on page one above which the Supplier will transfer to the Recipient. The Data will contain Personal data as identified on page one. 

b) “Confidential Information” means any proprietary information, know-how, data, or procedure related to the Data and disclosed by Supplier to Recipient pursuant to its rights or obligation under this Agreement.  

c) “Controller”, “Data subject”, “Personal data”, “Processing”, “Processor”, “Personal data breach” and “Supervisory authority” shall have the meaning as in the General Data Protection Regulation (EU) 2016/679 (hereinafter: “GDPR”).

d) “Pseudonymised data” means Personal data which can no longer be attributed to a specific data subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and organisational measures to ensure that the Personal data are not attributed to an identified or identifiable natural person.

e) “Data Sharing Request Form” means the form attached in Attachment 1: NTR-DSR-####.pdf.

Clause 1. The Processing of Personal data

1.1 The Supplier will provide the Recipient with the Data in accordance with the terms of this Agreement, for the Purposes. 

1.2 Insofar Personal data within the meaning of the GDPR are provided by the Supplier to the Recipient and/or Processed by the Recipient, both the Supplier and the Recipient qualify as independent Controllers for such Processing. For the avoidance of doubt, this data sharing agreement is not an agreement as meant in article 26.1 nor article 28.3 of the GDPR. Descriptions of the Data subjects, the Purpose of the transfer and the Special Categories of Personal data are included on page one.

1.3 The Supplier warrants and undertakes that:
a. the Personal data have been collected, processed and transferred in accordance with the GDPR and any other applicable data protection laws;
b. the Data will only contain Pseudonymised data and no directly identifying Personal data;
c. it has obtained any regulatory or ethics approvals necessary to collect the Data and transfer the Data to the Recipient;
d. it has full authority to transfer the Data to the Recipient;
e. informed consent of the Data subject has been obtained in accordance with article 9 paragraph 2 sub a GDPR and/or any additional data protection laws in its country.

1.4 	The Recipient warrants and undertakes to:
a. process the Personal data in accordance with any applicable data protection laws;
b. only use the Data for the Purposes of the Research in accordance with the permitted uses of the Data specified in the Research protocol;
c. not carry out any procedures with the Personal data (such as linking and comparing) through which the identity of the Data subject could be derived;
d. have in place appropriate technical and organisational measures to protect the Personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, and which provide a level of security appropriate to the risk represented by the processing and the nature of the data to be protected;
e. without prejudice to any other contractual obligation to confidentiality that applies, treat all Personal data as strictly confidential and inform all of its employees, representatives and/or (sub)Processors who are involved in the Processing of the Personal data of the confidential nature of such information and of the Personal data. The Recipient will ensure that such persons and the Parties have signed an adequate confidentiality agreement;

f. immediately notify the Supplier after it has reported a Personal data breach to a Supervisory authority and/or the Data subjects in connection with Personal data that it has received from the Supplier. In such case, the Recipient will contact the Contact point of the Supplier as specified on page one;

1.5 If the Personal data are processed or transferred in or to countries outside of the European Economic Area (EEA) which are not determined by the European Commission to ensure an adequate level of protection within the meaning of article 45 of the GDPR, Parties enter into the Standard Contractual Clauses set out in in Attachment 2 to this Agreement. In the event of any conflict or inconsistency between this Agreement and the Standard Contractual Clauses,  the Standard Contractual Clauses prevail. If the Court of Justice of the European Union or a Supervisory authority or similar governmental authority determines that the Standard Contractual Clauses are not a lawful method to facilitate transfers of Personal data oustide of the EEA, the Parties shall negotiate in good faith an alternative method to facilitate such transfers.

1.6 After achievement of the Purposes, and no later than three (3) years after receipt of the Data by Recipient, the Recipient will make the Data inaccessible for further use and may only use remaining data for archival purposes. 
Ten (10) years after publication of the Results as deinfed below Recipient will irreversibly delete the Data.
The period of three (3) years can be extended with written approval of the Supplier.

Clause 2. Confidentiality

2.1	In the execution of the Purposes, Parties might exchange information other than the Data and other than the Personal Data. For such other information, this clause 2 applies. Confidential Information shall be used by the Recipient solely for the Purposes. The Recipient agrees not to disclose Confidential Information to third parties without the consent of the Supplier and under an agreement by the third party to be bound by the obligations of this clause 2. The Recipient shall safeguard Confidential Information with the same standard of care that is used with Recipient’s own confidential information, but in no event less than reasonable care. 
	
2.2 The obligations under this clause 2 shall not extend to any information:
· which is or becomes publicly available through no breach of this Agreement;
· which Recipient can demonstrate that it possessed free of any obligation of confidence prior to, or developed independently from, disclosure under this Agreement;
· which Recipient receives from a third party which is not legally prohibited from disclosing such information; or
· which Recipient is required by law to disclose. 

2.3	The obligations of this clause 2 shall survive this Agreement for a period of three (3) years after termination or expiration of this Agreement. Upon the request of the Supplier, the Recipient agrees to return the Confidential Information to the Supplier or destroy, at the option of the Supplier, all copies of Confidential Information; provided, however, that Recipient shall be entitled to retain one copy of Confidential Information solely to ensure compliance with its rights and obligations hereunder.

Clause 3. Results 

3.1	All discoveries, developments, databases, inventions (whether patentable or not), methods, reports, know-how, or trade secrets which are made by the Recipient as a result of the conduct of the Purposes (hereinafter: “Results”) shall be the solely property of the Recipient.  
	
3.2	The Recipient shall grant the Supplier a non-exclusive and non-sub licensable license to utilize all such Results for all non-commercial research and educational purposes. 

Clause 4. Publication

4.1	Recipient may publish Results.

4.2.	Recipient will credit Supplier appropriately in the publication as the supplier of the Data. Depending on the data used in the Purposes, it might be necessary to acknowledge NTR funding, please contact the NTR senior investigators. If co-authorship agreements are made in the Data Sharing Request Form, Parties will comply with such agreements, however all in accordance with international academic standards regarding authorship such as IMCJE.
 
Clause 5. Representations and warranties

5.1 	Other than the warranties set out in section 1.3, the Data is provided by the Supplier to the Recipient without any warranties whatsoever, express or implied, including any warranties for merchantability or fitness for a particular purpose. 

5.2	The Recipient represents and warrants that the Data shall be used and the Purposes shall be performed in accordance with this Agreement, Consent and all applicable local and international laws and regulations. 

5.3 	Nothing in this Agreement shall be construed as granting to Recipient, either expressly or by implication, any right or licence to the Data, under any patent, patent application, trade secret, know how, confidential information, trade or service mark, copyright, or other intellectual and/or industrial property rights Supplier possesses or may possess, nor any option to any such right or license.

Clause 6. Liabilities and indemnification

6.1	The Recipient assumes the risk of any damage, loss, or expense associated with or resulting from the conduct of the Purposes or Recipient’s use of the Data, unless such damage or loss is caused by the gross negligence or wilful misconduct of the Supplier.

6.2	The Recipient will indemnify and hold the Supplier, its directors or employees harmless against all claims of any kind whatsoever that may arise or result from the use of the Data. 

6.3	The Supplier shall not be liable toward the Recipient for any claims, costs or damages that may result, directly or indirectly, out of Recipient’s use of the Data and/or Results, unless and to the extent that damage is caused by gross negligence and/or due to wilful misconduct by the Supplier.

6.4	The Parties shall in no case be liable for any indirect, incidental or consequential damages (including without limitation, lost business or profits, or loss of use of equipment) suffered by another Party. 

Clause 7. Service fee 

7.1 	The Recipient agrees to pay € ENTER AMOUNT (excluding VAT, where applicable) for receiving the Data. The Supplier will use this fee to cover part of the costs it incurs in maintaining the NTR.

7.2 	The Recipient agrees to pay submitted invoices within 30 days from the date of receipt. 

Clause 8. Duration and termination of the Agreement

8.1	This Agreement shall become effective on the date of the last Party’s signature below, and shall remain in force for ten years, unless terminated earlier in accordance with section 8.2. The Parties agree that the term may be extended by mutual written agreement.

8.2	This Agreement can be terminated earlier by either Party with immediate effect by receipt of written notice:
a. 	Upon a material breach of this Agreement by the other Party, if it is not cured within thirty (30) days after the breaching Party has received written notice of such material breach.
b.	in the event the other Party is in state of bankruptcy or suspension of payment or a petition to that effect is filed by or against that Party; 
c.	in the event the business of the other Party will be winded up or closed down;
d. 	in case of force majeure - as determined in clause 11 below - if the force majeure situation will last over ninety (90) days.

8.3	The Recipient agrees, on termination of this Agreement (whether as a result of its breach or otherwise) to cease all use of the Data and shall within fifteen (15) days return all Data to Supplier or destroy all Data at the sole discretion of Supplier, or to deal immediately with the Data in accordance with Supplier’s written instructions.

8.4 	Clauses 1, 3 -6, 8 and sections 8.4 shall survive expiration or early termination of this Agreement, as well as any terms that by their nature would be expected to survive expiration or early termination of this Agreement shall survive such expiration or early termination. Clause 2 will survive expiration or early termination of this Agreement for the term specified in clause 2.

Clause 9. Publicity

Neither Party will use the logo or name of the other Party or the name of an employee of the other Party, for promotional purposes, in any publicity, advertising or news release, without prior written approval of the Party whose name is to be used.

Clause 10. Modifications

Modifications, changes and extensions to this Agreement are only binding after these have been agreed upon in writing between the Parties.

Clause 11. Assignment
	
	The rights and obligations as determined in the Agreement may not be assigned by a Party without the prior written consent of the other Party, which consent shall not be unreasonably withheld or delayed. 

Clause 12. Force Majeure

In case of force majeure the concerning Party is entitled to suspend the obligations for the duration and extent of the force majeure, provided that the other Party has been notified in writing of the force majeure. Force majeure situations will concern those situations which prevent the execution of the Agreement and which are not imputable to the concerning Party pursuant to law, Agreement or according to generally accepted standards and as a result will not be attributable to that Party.

Clause 13. Severability

	The invalidity or unenforceability of any particular provision of this Agreement shall not affect any other provisions therein. The Agreement shall be construed in all respects as if such invalid or unenforceable provision were omitted.

	Clause 14. Governing law

	14.1	This Agreement will be governed by Dutch law.

	14.2	In the event a disputes may arise from the Agreement, or from the execution of the Agreement, Parties will first try to settle such dispute amicably. If the dispute cannot be settled amicably, it will be submitted to the competent court in the district of Amsterdam, the Netherlands.

	Clause 15. General Terms and conditions

	No general conditions will apply to this Agreement.




IN WITNESS WHEREOF, the Parties hereto have by their authorized representative duly caused this 
Agreement to be executed. 
	Signature authorized representative Supplier

	Signature authorized representative Recipient


	
Name: Natascha Stroo

Title:  Department Manager VU FGB Biological Psychology

Signature:



Date:
	
Name: 

Title: 

Signature:



Date:


	Signature NTR management team 

	Signature principal investigator Recipient


	
Name:  Meike Bartels

Title: Chair MT NTR

Signature:



Date:
	
Name: 

Title: 

Signature:



Date:
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ATTACHMENT 2: STANDARD CONTRACTUAL CLAUSES


For the transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR)

1. [bookmark: _Toc76376205]INTRODUCTION 
The General Data Protection Regulation (GDPR) forbids transferring of personal data outside the European Economic Area (EEA). A transfer of data is allowed if one of the derogations as stated in article 49 GDPR apply, such as when the European Commision has decided that a third country has an adequate level of protection or if certain measures are taken. For more information see chapter V of the GDPR.

A measure that can be taken to transfer data from the EEA to a third country is agreeing to Standard contractual clauses (hereafter:”SCC’s”).

To quote the European Commission:

“According to the General Data Protection Regulation (GDPR), contractual clauses ensuring appropriate data protection safeguards can be used as a ground for data transfers from the EU to third countries. This includes model contract clauses – so-called standard contractual clauses (SCCs) – that have been “pre-approved” by the European Commission.

On 4 June 2021, the Commission issued modernised standard contractual clauses under the GDPR for data transfers from controllers or processors in the EU/EEA (or otherwise subject to the GDPR) to controllers or processors established outside the EU/EEA (and not subject to the GDPR):

These modernised SCCs will replace the three sets of SCCs that were adopted under the previous Data Protection Directive 95/46.”

This attachment consists of two parts. First an assessment to check if the Recipient can oblige the SCC’s and second the SCC’s themselves. 

PLEASE NOTE
The SCC’s are determined by the European Commission and may not be altered. Therefore, Stichting VU cannot negotiate about these terms.

2. [bookmark: _Toc76376206]WHAT TO DO?
The following steps need to be taken:
I. Transfer Impact Assessment (TIA): fill in the questionnaire on the next page.
II. Standard contractual clauses:
a. Fill in the Annexes.
b. Sign Annex I. Signing may only be done by someone who is mandated to represent your organisation.

[bookmark: _Ref74741424][bookmark: _Toc76376207]

I. TRANSFER IMPACT ASSESMENT

Clause 14 of the SCC’s dictates that the involved parties must do an assessment on the level of data protection. Given clause 14 and the judgment of the Court of Justice of the European Union in C-311/18, especially paragraphs 138 to 145, we ask the Recipient to fill in the following questionnaire:

A. [bookmark: _Toc76376208]QUESTIONS (ARTICLE 14(B) SCCS)
(i) Are there any specific circumstances of the transfer, including the length of the processing chain; the number of actors involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of processing; the categories and format of the transferred personal data; the economic sector in which the transfer occurs; the storage location of the data transferred, which might prevent you from fulfilling your obligation under the SCC’s?

☐Yes	☐  No	☐  We are under a legal obligation not to answer this question

(ii) Are there any laws and practices of the country of destination– including those requiring the disclosure of data to public authorities or authorising access by such authorities, which might prevent you from fulfilling your obligation under the SCC’s?

☐ Yes	☐  No	☐  We are under a legal obligation not to answer this question

(iii) Are the contractual, technical and/or organisational safeguards as described in Annex II of the SCC’s good enough to warrant that you can fulfil your obligation under the SCC’s?

☐ Yes	☐  No	☐  We are under a legal obligation not to answer this question

(iv) In the last 10 years, did you receive a request for personal data you imported of a public authority (such as law enforcement)?

☐ Yes	☐  No	☐  We are under a legal obligation not to answer this question

[bookmark: _Toc76376209]If you answered yes please specify how you handled this request: […]


II. SCC’S


· Supplier and Recipient hereby enter into the SCC’s, as published on 16 June 2021 at: https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj, with Supplier as the Data exporter and Recipeint as the Data importer.

· Module 1 (Controller to Controller) of the SSC’s shall apply.

· [bookmark: _Toc76376215]The SCC’s shall be governed by the law of the Netherlands.


APPENDIX 
EXPLANATORY NOTE:
It must be possible to clearly distinguish the information applicable to each transfer or category of transfers and, in this regard, to determine the respective role(s) of the Parties as data exporter(s) and/or data importer(s). This does not necessarily require completing and signing separate appendices for each transfer/category of transfers and/or contractual relationship, where this transparency can achieved through one appendix. However, where necessary to ensure sufficient clarity, separate appendices should be used.
[bookmark: _Toc76376216]ANNEX I 
A. 	LIST OF PARTIES

MODULE ONE: Transfer controller to controller
Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data protection officer and/or representative in the European Union]
1. 
	Name of the party:
	Stichting VU

	Address:
	
De Boelelaan 1105, 1081 HV Amsterdam

	Contact person’s name, position and contact details:
	Meike Bartels

Title: Chair MT NTR

ntr.datamanagement.fgb@vu.nl

	Activities relevant to the data transferred under these Clauses:
	See page 1

	Role
	Controller

	Signature and data
	









Data importer(s): [Identity and contact details of the data importer(s), including any contact person with responsibility for data protection]
2. 
	Name of the party:
	<Click or tap here to enter text>

	Address:
	<Click or tap here to enter text>

	Contact person’s name, position and contact details:
	<Click or tap here to enter text>

	Activities relevant to the data transferred under these Clauses:
	<Click or tap here to enter text>

	Role
	 Controller 

	Signature and data
	








B. 	DESCRIPTION OF TRANSFER

MODULE ONE: Transfer controller to controller

	Personal data
which categories of Personal data are provided?
	See page 1

	Special Categories of Personal data 
does the Data contain any of the following types of personal data?

	See page 1


	Data subjects
from which categories of data subjects is the Data derived? (e.g. students, athletes, patients, researchers, etc)
	See page 1


	Purposes  
why this the Data provided to 
Recipient? Please explain for which purposes the Data will be used.
	See page 1


	Frequency of transfer
e.g. whether the data is transferred on a one-off or continuous basis
	One time only

	Nature of the processing
	See page 1

	Purpose(s) of the data transfer and further processing

	See page 1

	The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period
	See page 1


	For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing
	SURF Research Drive  will be used to transfer the pseudonymised data from Provider to Recipient. SURF Research Drive is hosted by SURF B.V. (processor).   





C.	 COMPETENT SUPERVISORY AUTHORITY

MODULE ONE: Transfer controller to controller

Dutch Data Protection Authority (‘Autoriteit Persoonsgegevens’).



[bookmark: _Toc76376217]ANNEX II 

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL
MEASURES TO ENSURE THE SECURITY OF THE DATA

MODULE ONE: Transfer controller to controller

EXPLANATORY NOTE:
The technical and organisational measures must be described in specific (and not generic) terms. See also the general comment on the first page of the Appendix, in particular on the need to clearly indicate which measures apply to each transfer/set of transfers.
Description of the technical and organisational measures implemented by the data importer(s) (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, and the risks for the rights and freedoms of natural persons.

· Only pseudonimised data will be used.
· All Data is sent encrypted from Supplier to Recipient.
· Recipient Recipient will encrypt in storage
· Recipient works according to information security standards, such as ISO27001.
· Recipient periodically performs security testing on the systems it uses to analyse the Data (e.g. process and system audits, pen tests, vulnerability scanning, red teaming).
· Recipient has a functioning back-up, restore and/or fall-back procedure to ensure that up-to-date back-ups are available.
· Recipient has arranged that all parties and employees who have access to the Data are bound by an adequate confidentiality agreement.  
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